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1 Ilean u 3a1a491 OCBOEHUS AUCHUILIHHBI

Heap (meau) OCBOSHHMSA IMCHUIUIMHBL (HPOPMHPOBAHHME CIIOCOOHOCTH HCIIOJIB30BATH METOIBI H
MHCTPYMEHTAJIbHBIC CPEJICTBA HCCIECIOBAHUS OOBEKTOB MPO(ECCHOHANBHON AESTEIBHOCTH JUIS 3aIlUTHI
MH(OPMAIIMOHHBIX MTPOIIECCOB B KOMIIBIOTEPHBIX CUCTEMAX

3amaun:

— HW3YYUTh METOAbl W MHCTPYMEHTAJIBHBIC CPEICTBA HCCIICAOBaHUSA WH(POPMAIIMOHHON
6e30macHOCTH 00BEKTOB PO ECCHOHATBHOM IEATETLHOCTH; IPOrPaMMHO-aINIapaTHbIe CPEACTBA 3aIHTHI;

— Ppa3BUTh YMEHHE MPUMEHATH METOABl M HWHCTPYMEHTAJIbHBIE CPEICTBA HCCIICIOBAHUS
MH(POPMAIIMOHHON 0€3011acHOCTH 00BEKTOB MPO(ECCHOHAIFHON JEATEIIFHOCTH U TEXHOJIOTUU 00eCTIeUeHHS
Oe3omacHOCTH MH(OpPMAIIMU B KOMITBIOTEPHBIX CHCTEMAX;

— chopmupoBaTh yMEHHE BJIAIETh HHCTPYMEHTAMH Pa3pabOTKH MPOrPaMMHOTO 00ECTIeUeHUs IS
peanuzanuu Mep obecnedeHns: 0€30MacHOCTH.

2 MecTo TUCHUILINHBI B CTPYKTYpe 00pa3oBaTe/ibHOM IPOrpaMMBbl

JlucuumuimHa OTHOCUTCS K 00s3aTeNbHbIM AMCUUIUIMHAM (MOAYJISM) BapHaTUBHOM vacTH Oyioka /I
«lucuumivHbl (MOYIIN)»

[TpepexBu3utel aucuuiuivnabl: b1./[.b.16 Onepayuonnvie cucmemvl u ob6onouxku, b1 JB.17
Komnviomepnvie cemu

[ToctpekBu3uThl  aucuuiiuibl. b2 11.B.I1.2 Texnonoeuuecxkas (npoekmHno-mexHoi02u4ecKkast)
npakmuxa

3 TpeGoBanus k pe3yjabTaTaMm 00yYeHUs MO TUCHUILINHE

Hpouecc HU3YyUYCHUS NUCHUIIJIMHBI HAITPABJICH HA (I)OpMI/IpOBaHI/IC CJICAYIOIIUX PE3YJIbTAaTOB O6y‘IeHI/I${

Kon u nHaumeHnoBanue [Tnanupyemble pe3ynbTaThl O0yUYESHHS 110
Kon n nanmeHnoBanue nHIMKaTOpa

OPMUPYEMBIX UCIHHUITIIIMHE, XapaKTCPHu3 HEC 3TaIlbl
(b PMUPY JOCTHIXKCHHA KOMIICTCHIIMHN et » Xap PH3YIOM

KOMIIETEeHIINH (GbopMHpOBaHUS KOMIIETEHIIUH
[TK*-2 Cnocoben [TIK*-2-B-6 3HaeT u mpuMeHsIeT 3HaTh:
UCIOJIb30BATh METO/IbI U METO/bI U UHCTPYMEHTAJIbHbIE METO/bI U UHCTPYMEHTAJIbHbIE CPE/ICTBA
WHCTPYMEHTAJIbHBIE CpeZICTBa UCCIIETOBAHMS UCCIIeIOBaHMSI WH(OPMAITMOHHON
CpezcTBa HCCIeI0BaHUs MH(POPMALIMOHHOM 6€30MacHOCTH | 6€30MaCHOCTH 00BEKTOB
00BEKTOB 00BEKTOB PO ecCHOHATBHON npodeccuoHanbHOM e TENbHOCTH;
npodeccuoHaIbHON JeSITebHOCTH porpaMMHO-annapaTHbIE CPeICTBA
JeSITeITbHOCTH 3aIIATHI

YMerb:

MNPUMEHATH METOJbI U
MHCTPYMEHTAJIbHBIE CPEJICTBA
uccie0BaHus UHPOPMaIIMOHHOM
6e30macHOCTH 00BEKTOB
MPOeCCHOHAIBHON JEATENHPHOCTH U
TEXHOJIOTUH obecrieueHust 0€301MacHOCTH
nH(pOpMaIUK B KOMITBIOTEPHBIX
cucTeMax; pa3padbaTbiBaTh KOMIIOHEHTHI
IMporpaMMHO-armnapaTHbIX CPpEACTB
3alUThl HH(OPMAIIMK B TIpOIIecce ee
cbopa, xpaHeHus1, o0pabOTKH, epeaavn
U pacrpOCTPaHEHUS B KOMIIBIOTEPHBIX
cucTeMax

Baajaers:




Kox n HaumeHoBanue
bopmMHpyeMBIX
KOMIIETEHIINH

[Tnanupyemsble pe3ynbTaTbl 00yUEHHUS 110
JTUCLUIIIMHE, XapaKTePU3YIOIIHUE FTaIlbI
dbopMuUpOBaHUS KOMIETEHIIUHA

KOII U HAMMCHOBAHUC MHIUKATOpA
JOCTHIXCHHUA KOMIICTCHIIMHN

MHCTPYMEHTAaMHU Pa3paboTKu
POTPAMMHOTO 00eCTICUSHUS ISt
peanzanuu Mep o0ecTeueHus
6e30MacHOCTH

4 CTpyKTYypa U collepKaHue TUCUUILINHBI

4.1 CTpyKTypa IMCHUATIAHBI

OO0mias TpyA0EMKOCTh AUCIHHUILUIMHBI COCTABIISIET 5 3aueTHbIX enunuil (180 akaieMUueCcKUX 4acoB).

TpynoemMKocCTs,
Bun pabotbr aKaJIeMMYECKHUX 4acoB
8 cemectp BCETO
Oo0mas Tpy10éMKOCTh 180 180
KonrakrHasi pabora: 19,25 19,25
Jlexmum (J1) 4 4
[Tpaktuueckue 3ansatus (I113) 6 6
Jlaboparopusie pa6otsr (JIP) 8 8
Koncynpranuu 1 1
ITpomesxyTouHas arrecranus (3a4eT, SK3aMeH ) 0,25 0,25
CamocTrosiTesibHasi padora: 160,75 160,75
- CAMON0020Mo8Ka (Npopabomka u no8MopeHue 1eKYUOHHO20 MAmepuand u
Mamepuana y4eO6HUK08 U y4eOHbIX NoCoOUll;
- N0020MOBKA K 1aO0PAMOPHBIM 3AHAMUIM,
- H0020MOBKA K NPAKMUYECKUM 3AHAMUSIM)
Bua nToroBoro KOHTpoOJIs (3a4eT, IK3aMeH, TH( ¢ epeHINPOBAHHBIN JIK3aMeH
3a4eT)

Paznensl guCUIUINHBL, U3y4aeMbie B § cemecTpe

KosmuecTBo gyacoB
Ne HanmenoBaHue pa3ienos ayAuTopHad BHeay/l.
pasnena BCETO pabota
T 113 | 7P pabota
1 Brenenue. [IpoGaemsr Ge3omacHocTH 43 1 2 40
uHpOpMaLnu.
2 MeTto1bl U cpesicTBa KpUOTOIpaUUECKOM 3aIIUThI 49 1 2 4 42
uHpopManun
3 TexHoJorust ayTeHTHPHUKAIUN 45 1 2 2 40
4 [TporpaMMHo-arinapaTHble CpeACTBa 3allUThI 43 1 2 40
UH(OPMAILIUU B KOMIIBIOTEPHBIX CUCTEMAaX
Hroro: 180 4 6 8 162
Bcero: 180 4 6 8 162

4.2 ConepxxaHue pa3iesioB JUCHUNIHHBI

1 pasnen Beenenue. Ilpodiaemsl 6e3onmacHOCTH HHPOPMALMH.
OcHOBHbBIE MOHATHS 3alIUTHl MHGOPMaUU U UH(GOPMAIIMOHHON 0€30MaCHOCTH. YTPO3bl U PUCKH
6e3onacHoctn uH(popMmanuu. CoBpeMeHHbIEe TEHJAEHIMH B o00jacTu oOecrneyeHus | HapyLIeHHUs

0e30macHOCTH HH(POPMAITHH.
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2 pa3aea MeToabl U cpeacTBa KpUunTorpaguyeckoii 3ammMThl HHGopManuu

OcHOBHBIE  TNOHATHUA  KpunTorpaguu, KiaccCUPUKanusg  KpUNTOrpapUUEeCKUX  aJTOPUTMOB.
Cummerpuunsle mmdpsl. Accumerpuunble mudpsl. Xom-¢yaknus. Hudposas moamuck. [IpoTokosnsr
oOmMeHa u pacnpenenenus kimodei. [lludporanue cereBoro Tpaduka.

3 pa3nea TexHoJiorusi ayreHTH(PUKAINH

AyteHTH(UKaLMs, aBTOPU3aLMs, aAMUHUCTPUPOBaHUE. MeTo/bl ayTeHTU(DUKALIMH, UCIIOIb3YIOLIHE
naponu u PIN-komel. Crporas ayreHtudukauus. buomerpuueckas ayrentudukanus. I[IpoTokossr
ayreHTudukanui. BAN —noruka

4 pazgen IlporpamMmHoO-anmapaTHble cpeacTBa 3alIUThl MH(pOPMAauM B KOMIbIOTEPHBIX
cucreMax

Knaccupukanuss u  0030p HpOrpaMMHO-aNIapaTHBIX — CPEICTB  3allUThl  MHQOpPManuu B
KOMIIBIOTEPHBIX CUCTEMaX: aHTUBUPYCHI, MeXceTeBble 3KpaHbl, VPN, cucreMbl 0OHapyXeHUsI BTOP>KEHUI.
HHCcTpyMeHTaIbHBIE CPEICTBA HCCIeI0BaHNs HHPOPMALIMOHHON 6€3011acHOCTH

4.3 JlabopaTopHble padoThbI

Ne JIP Ne HaumenoBanue 1a00paTopHBIX paboT Koz-0
paznena 9acoB
1 2 [Tporpammuas peanu3anus CHMMETPUYHBIX MU(DPOB 2
2 2 [IporpamMmMHas peam3anusi aCCHMETPUYHBIX MU(PPOB 2
3 3 IIporpammHas peanu3anus MPOTOKOJIOB 3aIIUTHl HH(GOPMAITUH 2
4 4 MOHHUTOPHUHT 6€3011aCHOCTH B KOMIIBIOTEPHBIX CHUCTEMAX 2
Utoro: 8

4.4 llpakTuyeckne 3aHATHA (CEMUHAPDI)

Ne Koi-Bo
No 3ansTus Tema
paszaena 4acoB
1 1 CoBpeMeHHbIE TEXHOJIOTUH 3aIUThl UHHOPMaIUU 2
2 2 AnropuT™sl UGpPOBaHUS 2
3 3 CpencTBa 3amuThl HHOOPMAITUN 2
Hroro: 6

5 Y4yeOHO-MeTOANYECKOE 00ecredyeHue TUCIUILINHDI
5.1 OcHoBHas uTEpaTypa

[llernoB, A.}O. 3amwura uHpopmManuu: OCHOBBI Teopuu : yueOHUK s By3oB/ A. 1O. lllernos,
K. A. llernos. — MockBa: MzmarensctBo IOpaiit, 2026.— 349 c. — ISBN 978-5-534-19762-4. — Texkcrt:
anekTpoHHbid // O6pazoBatenbHas miatdopma HOpaiit [caitt]. — URL: https://urait.ru/bcode/583858 (mata
obpamenus: 23.04.2026).

Tpymun, B. A. Beegenue B nuHpopmManmoHHy0 6€30MacHOCTh U 3alUTy HHPOpMaIMU: yueOHOE MO-
cobue / B. A. Tpymun, 0. A. Koros, JI. C. JleBun, K. A. Jlonckoii. — HoBocubupck: HoBocubupckuii roc-
YIapCTBEHHBIA TeXHUYECKHA yHUBepcuteT, 2017. — 132¢. : wi., Tadn. — ISBN: 978-5-7782-3233-4 — Pexxum
noctyma: URL: https://biblioclub.ru/index.php?page=book&id=575113

Jlanonuna, O. P. Kpunrorpadguueckue ocHOBBI 6e30macHOCTH: yuebHoe nmocodue: / O. P. JlanonuHa.
— Mocksa: Hanmonaneublii OTkpbITeld YHUBepcuteT «MHTYUT», 2016. — 244 c. — Pexum nocryna:
https://biblioclub.ru/index.php?page=book&id=429092 — ISBN 5-9556-00020-5.

5.2 lonojHuTEIbHAA JIUTEPATYpa

[IpoxopoBa, O. B. Hudopmanuonnas Oe30omacHOCTh W 3ammTa WHQOpManuu: ydeOHUWK: /
O.B. IIpoxopoBa; Camapckuii rocyaapCTBEHHBIH apXUTEKTYpHO-CTPOUTENbHBIN yHUBepcuteT. — Camapa:
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https://biblioclub.ru/index.php?page=book&id=575113

2014. — 113 c. — Pexxum pgocrtyna: https://biblioclub.ru/index.php?page=book&id=438331 — ISBN 978-5-
9585-0603-3.

TumunHa, H. A. 3amuTa nHGOpMAIIMOHHBIX MPOIECCOB B KOMIBIOTEPHBIX CUCTEMaX [DJIEKTPOHHBIH
pecypce] : yueOHOe mocobue st o0ydarmuxces Mo o0pa3oBaTeIbHBIM IPOrpaMMaM BBICIIIETO 00pa30BaHUs
no HampasineHusMm noarotoBku 09.03.01 HMudopmaruka u BeruucautensHas TtexHuka u  09.03.04
[Iporpammuas urxenepus / H. A. Tumuna; M-Bo Hayku W BbIcHI. oOpa3oBanus Poc. @enepamnuu, denep.
roc. Oropker. 00pa3zoBaT. yupexacHue Bbicl. oOpasoBanus "OpeHOypr. roc. yH-T". - OpenOypr : OI'Y. -
2019. - 179 c. — Pexxum moctyna: http://artlib.osu.ru/web/books/metod_all/94201 20190515.pdf

Boctpenosa, E. B. OcnoBsl nHopmarmonHoii 6e3onacHocTu: yueonoe nocodue / E. B. Boctperosa;
VYpanbckuii penepanbHbiil yHUBepcuTeT UM. iepBoro IIpesunenta Poccuun b. H. Enpunnaa. — ExkatrepunOypr :
W3narensctBo  Ypanbckoro ynuepcurera, 2019. — 207 c.: wnn., T1abn. — Pexum pocryna:
https://biblioclub.ru/index.php?page=book&id=697636. — bubauorp. B ku. — ISBN 978-5-7996-2677-8.

3ammrta nHGOpMAIK B CUCTEMax OSCIPOBOAHON mepeaayn: 1ab0opaTOpHbI NpakTukyMm : [16+] / P.
A. ®ununmos, JI. b. ®wmnmnosa, A. I1. T'opaoB [u np.]. — Mocksa; bepiun: Jupekr-Menua, 2020. — 86 c.:
wi. — Pexxum pocryna: https://biblioclub.ru/index.php?page=book&id=602188

benoyc, A. WM. OcHoBbl KuOEepOE30MacCHOCTH : CTAHIAPTHI, KOHILEMIMH, METOAbBl U CpPEeICTBa
obecneuenus: [16+] / A. U. benoyc, B. A. Conmonyxa. — MockBa: Texnocdepa, 2021. — 482 c.: cxem., ui.,
tabn. — Pexxum npoctyna: https://biblioclub.ru/index.php?page=book&id=617523

5.3 llepuoaguueckue U3IaHUA

[Tpuknagnas napopmartuka / ri. pen. A. A. EmenbsnoB. — MockBa: YHuBepcuretr Cuneprus, 2019. —
Tom 14, N 6 (84). - 144 c. : cxeMm, Tabm, w1 — Pexum gocryna:
https://biblioclub.ru/index.php?page=book&id=576296. — ISSN 1993-8314.

[IporpammHbIe MPOAYKTHI U CUCTEMBI: KypHai. — Mocksa : ArentctBo "Pocnedars"

5.4 UnTepHeT-pecypcsl

http://fstec.ru/ — ®CTOK Poccun. dDenepanbHas ciayxba MO TEXHUYECKOMY M DKCIIOPTHOMY
KOHTPOJIIO

http://www.is027000.ru/katalog-ssylok/informaciya-ob-uyazvimostyah  —  Uudopmarus 06
YA3BUMOCTSIX

http://www.securitylab.ru/ — Mudopmarimonnsiii nopran mo UT 6e3onacHocTr

http://bezopasnik.org/article — Iudopmarmonublii cait: bezomnacHuk

https://www.intuit.ru/studies/courses?service=0&option_id=9&service_path=1 —  BupryasibHbie
y4eOHbIe KypChl M CaiThl IUCTAHIIMOHHOTO OOpa3oBaHUs:MIHTEpHET YHHBEPCHUTET HH()OPMAIIMOHHBIX
TEXHOJIOTHH:

https://www.lektorium.tv/course/22929 — «Jlextopuym». Kypc nekuuii: CroXHOCTb BBIYHUCICHUN U
OCHOBBI KpUIITOrpapuu

http://www.elibrary.ru. — Hayunas snekrponnas 6ubnunorexa «eLIBRARY.RU».

http://cyberleninka.ru. — KuGepJlenunnka - Hay4Has 2IeKTpOHHAs OUOIHOTEKA.

https://www.scopus.com/ — SCOPUS: pedeparuBHas 6aza 1aHHBIX.

http://apps.webofknowledge.com/ — Web of Science: pedeparnBHas 60a3a JaHHBIX

5.5 IIporpammHoe obecmnedyeHue, NMpodecCHOHATbHBbIC 0a3bl JAHHBIX W HMHG(pOPMAIMOHHBIE
ClIpaBOYHbLIC CHCTEMbI

Onepanuonnas cucrema RED OS

LibreOffice

Beb6-npunoxxenue «YHuBepcanbHas cucrema tectupoanus bI ' TH»

Sunexc Opayzep

[TporpammMHas cucrema Juis OpraHu3aluy BUAeO-KOHpepeH-cBsi3u Webinar.ru
bJl «Koncynberant [Imtoc» — Pesxxum poctyna: http://www.consultant.ru/
denepanbHblil 00pazoBaTesbHBIN MopTai. — Pexxum moctyna — http://www.edu.ru


http://artlib.osu.ru/web/books/metod_all/94201_20190515.pdf
https://biblioclub.ru/index.php?page=book&id=602188

bank gannbx yrpo3 6e3onacHoctr nHpopManun PCTIK POCCHUMU https://bdu.fstec.ru/threat
baza manubpix yrpo3 Oe3omacHoctu mHpopmaruu Common Vulnerabilities and Exposures (CVE)
http://cve.mitre.org/data/downloads/index.html

6 MaTepuajibHO-TEXHHYECKO€E o0ecnevyeHne JUCHUIINHBI

[lepeueHb OCHOBHOTO 00OpYIOBaHUSI YUEOHBIX ayJUTOPUN I MPOBEACHUS 3aHATHH JIEKIIMOHHOTO
TUIA U TPAKTUYECKUX 3aHATUHN: CTALIMOHAPHBIM MYJIbTUMEINA-TIPOEKTOP U MPOCKLIMOHHBIN 3KpaH, IEPEHOC-
HOW HOYTOYK, Kadeapa, mocagovyHble MecTa il 00ydJaroumxcs, paboyee MECTO MpernojaBareis, yaeOHas
JOCKa.

Jist mpoBeeHus 1ab0paTOPHBIX 3aHATHI UCIOIB3YIOTCS KOMITBIOTEPHBIE KIaCChl, OCHAIIEHHBIE CTa-
[MOHAPHBIM MYJIbTUMEINA-IIPOEKTOPOM U MPOEKIIMOHHBIM 3KPaHOM, 000pyZAOBaHUEM JIJIsl OpraHU3aluu J0-
KaJbHOM BBIYMCIUTEIBHON CETH, COOTBETCTBYIOIIUM MPOTPaMMHBIM oOecrieuyeHreM, HH(POPMALHOHHBIM
CTEHJIOM, [IePCOHATbHBIMU KOMIIBIOTEPAMHU, PAOOUNM MECTOM IIperoaaBaress, ydeOHOM T10CKO.

Aynuropuu i1l IPOBEAEHUS I'PYNIOBbIX U UHIMBUIYaJbHBIX KOHCYJIbTAINI, TEKYILErO0 KOHTPOJIS U
MIPOMEXYTOUHOM arTecTanuu, MOMEUICHHE [UIsi CAaMOCTOSITEIbHOM paboThl O0YYaroIMXCsS OCHAICHBI
KOMITHIOTEPHOM TEXHUKOMU, MOAKIIOYEHHON K ceTu «VHTepHeT» U 00ecleueHueM JI0CTyIa B 3JIEKTPOHHYIO
uH(popMalnoHHO-00pa3oBarensHyto cpeny OI'Y u dunmana, 3JeKTpOHHbIE OMOINOTEYHbIE CUCTEMBI.



