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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

Ilenn (wesm) OCBOCHMS JAMCHUIUIMHBL: U3YYCHHE KOMIUIEKCA MpoOieM HHPOPMAIMOHHON Oe30MmacHo-
CTH, TIOCTPOCHUS, PYHKIIMOHUPOBAHUS M COBEPIICHCTBOBAHUS MPABOBBIX, OPTaHU3AIMOHHBIX, TEXHUICCKIX
U TEXHOJIOTMYECKHX IPOILECCOB, 0OCCIECYMBAIOIMX HHPOPMALNMOHHYIO 0€30MacHOCTh U (HOPMHUPYIOIIUX
CTPYKTYPY CHCTEMBI 3alIUThI IEHHOW U KOHPUACHIIMATHLHOW HH(OPMALIUH.

3agaun:
— MOJIyYMTh

3HaHUA O MCTOAAaXx M CpCACTBAX 3allUThI

uHpOpMALIUKM TIPH  peaTH3alHu

nH(OPMAaLIMOHHBIX MPOLIECCOB (BBO/I, BHIBOJ, Iepeaya, 00paboTKa, HAaKOIIEHUE, XPaHEHHUE);
— MOJIYYUTh 3HaHUSI O TPABOBBIX HOPMaX B 00pa30BaTEIbHON JEATEIbHOCTH;
— MOJYYUTh HABBIKM TMPUMEHEHHUS TEXHOJOTUU KpUIITOrpaduuecKoil 3aluThl HHPOpMAUH U

ayTeHTU(UKALINH;

— OBJIAJCTh OCHOBHBIMU CHOCO6aMI/I, aJIroputMamM, TCXHOJOTHIAMU B obnact 0€30macCHOCTHU

KOMITIBIOTCPHBIX CUCTCM.

2 MecTo JUCHHMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

JluctumuimHa OTHOCUTCS K JUCIHIUIMHAM (MOJIYJsSiM) TIO BBIOOPY BapHaTWBHOW dacth Oioka J|

«luctuumivHel (MOIYIIN)»

[IpepexBu3uthl nucuuiuiabbl: b1./[.5.20 Mamemamuka, b1.J1.B.2 basvi OanHblX U cucmemvl
ynpasnenus 6azamu oannvix, b1./].B.8 IIpoepammnoe obecneuenue komnviomepa

[TocTpekBU3UTHI AUCUUILIHHBL: Omcymemayiom

3 TpeGoBanus Kk pe3yabTaTam 00y4YeHUs MO TUCHUILINHE

Hpouecc HU3YUYCHUS NJUCHUIIJIMHBI HAITPABJICH HaA (bOpMI/IpOBaHI/Ie CJICAYIOIIUX PE3YJIbTATOB 06y‘IeHI/I$I

KOI[ N HAUMCHOBAHHC

KO,I[ N HAUMCHOBAHHC

[Tnanupyemble pe3yabTaTbl 00ydeHUs 110

(1)0pMI/Ipy€MBIX I/IHI[I/IKaTOpa JOCTUXKCHUS JUCHUITIINHE, xapaKTepI/By}omHe OTallbl
KOMITETEHITUH KOMIIETEHIUN (dhopMUPOBaHUS KOMITETEHITHIA
IIK*-1 Criocoben ITK*-1-B-3 Cnocoben 3Harn:
MIPUMEHSITh B MPUMEHSITh — IPUHLHUIBI QYHKIIMOHUPOBAHUS OCHOBHBIX

npogecCuOHAIIBHON
NEATEITLHOCTH
COBPEMEHHBIC S3BIKH
MPOrPaMMHUPOBAHUS U
SI3BIKK 0a3 JJAHHEIX,
ANEKTPOHHBIC
OMOJIMOTEKH, TAKETHI
MPOrpaMM, CETEBBIC
TEXHOJIOTHH

TEOPETHYECKHE OCHOBBI U
00I111e MPUHIIMITBI
UCIIOJTb30BAHUSI
TEXHOJIOTUU
BBIYHCITUTENILHBIX CHCTEM

IIPOrpaMMHO-aINapaTHBIX CPEICTB 00eceYeHUs
MH(POPMALIMOHHOM 0€30MaCHOCTH, METOABI U
CpelCTBA 3alIUThl HHPOpPMAIUHU B IIpoOIecce
XpaHEeHHUs U Nepeslaud 0 KOMITbIOTEPHBIM CETSIM:
KJ1accupukanus, QyHKIIIH;

— TEXHOJIOTHU KPUIITOrpahuIecKOi 3aIuThl
nH(pOpMaLiU, TEXHOJIOTUN ayTeHTU(UKALINH,
MoJiesii 6€30I1aCHOCTH OTIEPALMOHHBIX CUCTEM;

— cnocoObI obecrneueHus: HHHOPMaIMOHHON
0€30MacHOCTH KOMITbIOTEPHBIX CUCTEM

Ymersn:

— BBIOMpATh HHCTPYMEHTAJIbHBIE CPEICTBA U METOIbI
yIpaBieHUs CPEACTBAMH CETEBOM O€30M1aCHOCTH,
pemathb npogeccuoHaIbHbIE 331a4H I10
KOH(UTypHUPOBAHUIO OCHOBHBIX CPEJCTB 3aLUThI
uHpOpMaInu;

— MPUMEHSATh TEXHOJIOIMH KPUNTOrpaduueckon
3alUThl HH(POPMAILIUU, TEXHOJIOTUU
ayTeHTH(UKAITUHN JJI 3aIlIUTHl HHQOpPMAIuU B




Kox u HaumenoBanue
AHIAKATOPA TOCTHUKECHUSA
KOMIIETEHIINHU

Kox u HaumenoBanue
bopMupyeMbIX
KOMIIETEHITHI

[Inanupyemble pe3ynabTaThl 00yUEHHS 10
JTUCLUHUIIIMHE, XapaKTEePU3YIOIIUE 3TATIbI
(dbopMUPOBaHNS KOMITETEHITHH

Baanersn:

KOMIILIOTCPHBIX CUCTCMAX.

— OCHOBHBIMH CITIOCO0aMHU, alTOPUTMAMU,
TEXHOJIOTHSMHU B 00J1aCTH 0€30IacHOCTH
KOMIBIOTEPHBIX CUCTEM.

4 CTpyKTYpa H coJepkaHue JUCUUIIHHbI

4.1 CTpykTypa 1M CIHIIIHHBI

OO0mias TpyA0eMKOCTh JUCIUIUIMHBI COCTABISIET 3 3a4eTHHIX enunuil (108 akajmeMuueckux 4acos).

TpyrnoeMKoCTb,
Bun paboter AKaJIEMHUYCCKHIX 9acOB
6 cemecTp BCETO
OO0mas Tpy10éMKOCTh 108 108
KonTakTHas padora: 40,25 40,25
Jlexmum (JI) 16 16
Jlaboparopusie pabotsr (JIP) 24 24
ITpomexyTouHas aTTectanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTesibHas pa6oTa: 67,75 67,75
- camono02omoeKka (npopabomxa u nogmopenue 1eKYUOHHO20 Mamepuanida u
Mamepuana y4ebHUKos u yueoHvlx nocoouil);
- 10020MO6Ka K 1a00PAMOPHLIM 3AHAMUAM,
Bua utorosoro KoHTpoJIA (3aueT, IK3aMeH, 11 depeHIUPOBAHHBII 3a4er
3a4er)
Paznensl AucuUIINHBL, H3ydaeMbie B 6 cemecTpe
KosmuecTBo yacoB
Ne HaunmenoBanue paszaennos ayAutopras BHEAy/l.
pasnena BCETO pabota
T 13 | P paboTta
1 [TpoGiembl Oe3onacHOCTH HHPOPMALUH. 14 2 12
TeopeTnueckre 0OCHOBBI KOMITBIOTEPHOM
0€30MMacHOCTH.
2 Kpunrorpaduueckre METOAbI 3aIUTHI 32 4 12 16
nH(popMalun
3 MeTtobl uAeHTUDUKAIUN U AyTeHTHPUKAITUT 24 4 4 16
TI0JTb30BaTEJICH KOMITBIOTEPHBIX CHCTEM
4 3amuta HHPOPMALIUHU B CETSX. 20 4 4 12
5 KommnekcHas 3amuTa mporecca oo0padoTku 18 2 4 12
nH(GOPMAIIUY B KOMITBIOTEPHBIX CHCTEMaX
Uroro: 108 16 24 68
Bcero: 108 16 24 68
4.2 ConepxxaHue pa3/iesioB AU CHUNIHHBI
Ne 1 IIpoOaembl Oe3omacHocTH uHpopmauuu. Teopernyeckne OCHOBbI KOMIILIOTEPHOM

0€30MacHOCTH




Mopenu 6e3onacHoctH. [lonutuka Oe3omacHocTH. Kputepun u Kiacchl 3alllMIIEHHOCTH CPEJIICTB
BBIUHCIIUTENbHON TEXHUKU U aBTOMAaTU3UPOBAHHBIX MH(OPMALMOHHBIX cucTeM. CTaHIapThl O€30MacHOCTH.
HccnenoBanre KOPPEKTHOCTH CHCTEM 3alIUThl. MeTom0nI0rus o0caeIoBaHus U NMPOSKTUPOBAHUS 3aIUTHI.
Mopenb TOJUTUKH KOHTPOJs 1enocTHoctH. Mogenu Oe3onacHoctr  ocHOBHBIX OC. Konmenmus
3alUIIEHHOIO fA1pa. 3allMUICHHbIE JOMEHbI. lIpuMeHeHue HepapXUyecKoro Meroja Ajsl IMOCTPOCHUS
3aIIUILIEHHON ONEePallMOHHON CUCTEMBI

Ne 2 Kpunrorpaguyeckue MeTobl 3a1IUThI HHpOpManun

Kparkas  uctopusa  pa3BuTuss  Kpunrtosorud.  OCHOBHBIE  MOHATUA U ONPEAEICHUS.
Kpunrorpadpuueckne moaenu. Anroputmsl mudposanus. [logcranoBoYHbIE M TIEPECTaHOBOYHBIE IU(PHI.
Mudper Lesaps, Buxenepa, Beppoma. CummeTpuyHble cUCTEMBbl MIH(PPOBaHUS (CUCTEMBI C CEKPETHBIM
KIIIOYOM): TIOTOYHBIE MH(PHI, O104HbIe MUGPHI. AIJUTHBHBIE MOTOYHBIC MHU(PLL. MeTonbl TeHepaluuu
KpunTorpaguuecku KayeCTBEHHBIX ICEBIOCIYYalHBIX MOCIIE0BaTeIbHOCTEH. AMEPUKAHCKUNA CTaHIapT
mmdposanuss DES: anroputMm, ckopocTts paOOThl Ha pa3IHuYHBIX IUIATGOPMAX, PEKHMBI IOJIH30BAHUS,
OCHOBHBIC PE3yJIbTaThl 0 aHAINU3y CTOWKOCTH. OTedecTBEHHBIN cTaHmapT mudpoBanus gaHHbIX ['OCT
28147-89: anropuT™m, CKOpOCTh pabOThl Ha pPa3NUYHBIX IUIaTGopMax, pPEXUMBI IOJIb30BAHUSL.
AcuMMeTpUYHbIe CHUCTeMbI MU(POBaHUS (CHCTEMBI C OTKPBITHIM KJIH04OM). [ToHSATHS OgHOHANpPaBIEHHOM
GyHKIMKM W OAHOHAmpaBlieHHOW ¢yHKuMM c Jazeiikoir. Cxema RSA: anroputm mmdpoBanus, ero
00paTUMOCTh, BOIIPOCHI cTOIKOCTH. CpaBHEHUE KPUNTOTpahUIECKUX METOJIOB.

Ne 3 Metoabl uaeHTHGUKAIMH U AyTeHTH(UKANMH N10/1b30BaTe/ el KOMIIBLIOTEPHBIX CHCTEM

OcHoBHbBIE MOHATUS U KOHUEeNuu. MaeHntudukanus 1 MexaHu3Mbl MOATBEPKACHUS MOJIMHHOCTH
noJib3oBaress. B3aumHas npoBepka MOJIMHHOCTH I10JIb30BaTeNsA. YIPOILIEHHAs cxeMa UICHTHU(PHUKALUU C
HyNneBoil nepenayeil 3Hanwmii. [Ipobnema ayreHTUUKAIIMK JAaHHBIX W 3JEKTPOHHAS HUQPPOBask MOIMKCH.
AJTOPUTMBI ayTEeHTU(UKAIIIH MTOJIb30BaTEIICH.

Ne 4 3amura undgopmanum B ceTsixX

Pexxum QpyHKIMOHMPOBaHMSI MEKCETEBBIX IKPAHOB U UX OCHOBHBIE KOMIIOHEHTHI. MapIipyTu3aTopsl.
110361 ceTeBOro ypoBHs. YcuieHHas ayreHTu(ukanus. OCHOBHBIE CXEMbl CETEBOW 3alluThl Ha 0Oaze
MEXKCETEBbIX dKpaHOB. [I[puMeHeHe MEKCETEBBIX SKPAHOB JJIsl OPraHU3aL[MH BUPTYAJIbHBIX KOPIIOPATUBHBIX
cereil. MHOroypoBHeBas 3aliuTa KOpHOpaTWBHBIX ceTeil. IIporpaMMHoO-amnmapaTHbele CpPEICTBa 3allUTHI
ceTell. MeTobl cpe/ICTBa OTPaHUYEHUS JOCTYIIa K KOMIIOHEHTaM CETH. A IMAUHUCTPUPOBAHUE CETEM.

Ne 5 KommnuiekcHasi 3amura npouecca o00padorku mnHGOpManuu B KOMIBIOTEPHBIX CHCTEMAaX

TpeboBanus k cucreMaM 3amuThl HHGopManuu. KoHenmus KOMIUIEKCHON 3alliuThl MHPOpPMaIUH.
Ananu3 cxeMbl (DYHKIMH 3aIlIMTHI U Pe3yJbTaToOB 3alUThl HHGopManuu. [locTaHoBKa 3a/1a4 ONTUMHU3ALUH
CHCTEM 3alUThl HHPOopMauu. MeTo10JI0THs CO3/1aHUs, OPTaHU3alMl U obecrieyeHus] PyHKIIMOHUPOBAHUS
cucreM KoMmruiekcHOW 3aumuTbl uHpopmauuu (K3M). Ilytm u mpobiembl NMpakTHYECKOM peaau3aluu
konuenmuu K3U. TlepcniextuBsl K3U: 3amumiennsie nHGOpMAIIHOHHBIC TEXHOIOTHUH.

4.3 JlabopatopHbie padoThI

Ne JIP Ne HaumeHnoBaHue 1a60paTopHBIX paboT Kou-so
pasznena 9acoB
1 2 Mudps! Lesaps, Buxenepa. 2
2 2 [u¢p Beproma. 2
3-4 2 CumMeTrpuuHble P 4
5-6 2 AccuMmeTpuyHbIe MUPPbI 4
7 3 [Tapametps! nudposoit noanucu. opmuponanue nu(GpPoBoH MOAMUCH. 2
8 3 Oco6eHHOCTH 3aIIUThHl HHPOPMALIMHU Ha y371aX KOMIIbBIOTEPHOH CETH C 2
WCTI0JIh30BAHUEM KPUNTOrpaUIECKUX METOJIOB.
9 4 CucTeMbl OTKPBITOTO pacrpeeeHus KIuell 1 OTKPhITOTO 2
muppoBanus. Cucremsl RSA.
10 4 AJIMAHHUCTPUPOBAHUE CEPBEPHBIX CHCTEM M MPUIIOKCHUM. 2
11 5 AHanu3 cxeMbl (QYHKIMH 3aLIUTHI U PE3YIbTATOB 3aLTUThI 2
nH(pOopMaIuu.
12 5 TpeboBanus K 3a1UTe AaBTOMAaTH3UPOBAHHBIX CHCTEM OT 2
HECAHKIIMOHMPOBAHHOI'O JOCTyMa




Ne Kon-Bo
Ne JIP HaumenoBanue 1ab0paTopHbIX paboT
paszzuena 4acoB
Hroro: 24

5 Y4ueOHO-MeTOANYECKOE 00ecIeYeHue TUCIHILTNHDI
5.1 OcHoBHas auTEpPaTypa

1 TIlpoxopoBa, O.B. HubpopmanmonHas O€30MaCHOCTh W 3alIUTa HWHPOPMAIUH: YISOHUK
[DnexkTponnbiii pecypc] / O.B. IIpoxopoBa; MunucrepctBo oOpa3zoBanus u Hayku P®D, DenepanbHoe
roCy/IapCTBEHHOE OIO/PKETHOE 00pa30BaTeIbHOE YUPEKICHUE BBICIIETO MPO(HECCHOHATLHOTO 00pa30BaHUS
«Camapckuil Troc. apXUTEKTYpHO-CTPOUTENbHBIM YH-T». - Camapa: CaMapcKuil TOC. apXUTEKTYpHO-
cTpouTenbHbli  yH-T, 2014. - 113 c¢. - ISBN  978-5-9585-0603-3. —  Pexum
noctyna: http://biblioclub.ru/index.php?page=book&id=438331

5.2 lonoiHuTeIbHAS JIUTEPATypa

[lepbakoB, A. CoBpeMeHHas KOMITbIOTepHas 6e30macHOCTh. TeopeTrnueckre ocHOBHI. [IpakTuyeckue
acreKThl: yue0. mocodue [DnektpoHHbIi pecype] / A. llepbakos. - Mocksa: Kuwmxneiii mup, 2009. - 352 c. -
(Beicmras IIKOJIA). - ISBN 978-5-8041-0378-2. — Pexum JIOCTYyTIA:
http://biblioclub.ru/index.php?page=book&id=89798.

O®edunos, A.JI. Metonsl U cpeiacTBa 3aluThl MHGOOPMALMKU B CETAX [DJIEKTPOHHBIA pecypc] /
A 1. ®edpunos. - Mocksa: Jlaboparopust kauru, 2011. - 105 c. - ISBN 978-5-504-00608-6. — Pexum
nocryma: http://biblioclub.ru/index.php?page=book&id=140796

Kpumramok, A.H. [IpaBoBbie acleKThI CUCTEMBbI 0€30MACHOCTH: KypC JCKIUH [DIIEKTPOHHBIN pe-
cypc] / A.H. Kpumtantok; MexpernonansHast Akajnemusi 0e3onacHocTd U BebkuBaHus. - Open: MABUB,
2014. - 204 c. — Pexxum nocryma: http://biblioclub.ru/index.php?page=book&id=428612

Kupnuunukos, A.Il. Kpunrorpaguueckue MeTObl 3alIUTHl KOMIIbIOTEPHOM MH(OpMarmu: yueb. mo-
cobue [Dnextponnsii pecypc] / A.Il. Kupnuunukos, 3.M. XaitOymummaa, MunucTepcTBo o0pa3oBaHus U
Hayku Poccun, Kasanckuii HallMOHaIBHBIN MCCIIEOBATEICKUNA TEXHOJIOIMUYECKHH yHUBepcUuTeT. - KazaHs:
KHUTY, 2016. - 100 c. - ISBN 978-5-7882-2052-9. — Pexum JOCTY-
na: http://biblioclub.ru/index.php?page=book&id=560536

3arunaitnos, 0.H. Teopus uHpopManiioHHON 0€3011aCHOCTH U METOOJIOTHS 3aIIUTHI HH()OPMAIUH:
yue0. nmocobue [Dnekrponnsiit pecypc] / FO.H. 3arunaiinos. - Mocksa; bepnun: Iupexkr-Meaua, 2015. - 253
c. - ISBN 978-5-4475-3946-7. — Pexxum noctyna: http://biblioclub.ru/index.php?page=book&id=276557

5.3 Ilepuoanueckue u3gaHust
HNudopmaruka u obpazoBanue: xxypHai — Mocksa: O6pa3zoBanue u nuadopmatuka, 2011-20109.
5.4 UnTepHeT-pecypcsbl

http://orencode.info/ — Pecypc o kommbroTepax, HHTEpHETE, WH(POPMAIMOHHBIX TEXHOJOTHUSX,
POrpaMMHUPOBAHHUU HA PA3JIMYHBIX SI3bIKAX.

https://www.securitylab.ru/ — MadopMalioHHBIN MOpTall, paccKa3bIBAIOIIHIA O COOBITHIX B 0071aCTH
3aIUThl HH)OPMAIIUH, HHTEPHET TPaBa U HOBBIX TEXHOJIOTHSIIX

http://citforum.ru/security/ — Pecypc, conepxkamiuii Matepuaibl 0 HHGOpMaMOHHON 0€30MacHOCTH

www.biblioclub.com - DaekTpoHHO-OMOIMOTEYHAsT CHCTeMa «YHHBEPCHTETCKash OHOIHOTEKA
OHJTAH»
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http://biblioclub.ru/index.php?page=book&id=140796
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http://citforum.ru/security/
http://www.biblioclub.com/

5.5 IIporpammHoe o0OecnedeHue, npodeccuoHajbHble 0a3bl JAHHBIX M HH(OPMANMOHHBbIE
CIIPABOYHbIE CHCTEMbI COBPeMEHHbIX HH()OPMAIIMOHHBIX TEXHOJIOT Wil

OneparrionHast cuctema Microsoft Windows

Oducueie npunoxenuss Microsoft Office

Beo6-nipunoxxenue «YHuBepcaibHas cuctema tectupoBanusi bI' TH»

Sunexc-6paysep

CIIC «Koncynprant [Limtocy» — Pexxum nocryna: http://www.consultant.ru/

®denepanbHasl yHHBEpcUTETCKass kKomibioTepHas cetb Poccunm RUNNet.— Pexxum goctyma —
http://www.runnet.ru/

denepanbHbIi 00pa3oBaTeIbHbIN OpTal. — Peskum moctyma — http://www.edu.ru

Bonbas poccuiickas sHimkIioneaus. - Pexxum gocrymna: https://bigenc.ru/

6 MaTepuajibHO-TEXHHYECKOE o0ecnevyeHne JUCHUIINHBI

[lepeueHr OCHOBHOTO 000OPYIOBaHUSA YyUEOHBIX aAyAUTOPUN Uil MPOBEACHUS 3aHSATUN JIEKIIMOHHOTO
TUIA: CTAI[MOHAPHBIA MYJIbTUMEAMA-IPOCKTOP M MPOCKIIMOHHBIN KpaH, MEPEeHOCHOW HOYTOYK, kadenapa,
MOCaZ0YHbIE MECTa Il 00yJaroImuXxcs, padodyee MECTO MperoaaBaTes, yuyeOHas 10cKa.

Y4eOHble ayIuTOpUU Ji1 MPOBEICHUS J1a0OPATOPHBIX 3aHATHH HCIONB3YIOTCS KOMIIBIOTEPHbBIE
KJIACChl, OCHAIICHHBIC CTAIIMOHAPHBIM  MYJIBTUMEIUA-TIPOCKTOPOM ¥ MPOSKIIMOHHBIM  JKPaHOM,
00OpyIOBaHUEM Uil OPraHU3AIMH JIOKAJbHOW BBIYMCIUTEIBHON CETH, NEPCOHAIBHBIMU KOMIBIOTEPAMH,
pabovrM MeCTOM IMPENoIaBaTesl, y4eOHOM JOCKOU.

Aynuropuu JiIsl TPOBEJCHUS TPYNIOBLIX U MHAWBUIYabHBIX KOHCYIbTAIIUH, TEKYIIEr0 KOHTPOJIS U
MPOMEKYTOUYHOW aTTECTAIlMH, IOMEIICHHWE JIsi CaMOCTOSTEIbHONH paboThl OOYYaIOMIMXCS OCHAIICHBI
KOMITBIOTEPHOU TEXHUKOMU, MOJIKIIOYEHHON K ceTH «HTepHeT» U obecreueHueM JI0CTYIa B AJIEKTPOHHYIO
nH(popMannoHHO-00pa3oBarenbHy0 cpeay OI'Y, aeKTpoHHbIE OMOTHOTEYHBIC CHCTEMBI
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