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1 Ilean u 3a7a491 OCBOEHUS JUCHUTIIUHBI

Heab (meau) OCBOCHUS MUCIUIUIMHBL (DOPMHUPOBAHHME CIIOCOOHOCTH HCIOJIb30BaTh METOMABI U
MHCTPYMEHTAJbHBIE CPEICTBA HCCIEIOBAHUS OOBEKTOB NMPO(ECCHOHANBHON AESTEIBHOCTH JUIS 3aIlUTHI
MH(QOPMAIIMOHHBIX MTPOIIECCOB B KOMIIBIOTEPHBIX CUCTEMAX

3agaun:

— M3YYUTh METOJAbl W HHCTPYMCHTAIbHBIC CPEICTBA HCCIECNOBAHUS  WHPOPMAIMOHHOW
6e30macHOCTH 00BEKTOB PO ECCHOHATBHOM IS TETLHOCTH; IPOrPaMMHO-aINIapaTHbIe CPEACTBA 3aIHTHI;

— Ppa3BUTb YMEHHE MPUMEHATH METOABl M HWHCTPYMEHTAJIbHBIE CPEACTBA HCCIECIOBAHUS
UH(POPMAIIMOHHOW 0€30MaCHOCTH 00BEKTOB MPOPECCHOHATBHOM JCATEILHOCTH U TEXHOJIOTUH 00CCIICUCHUS
0e3omacHOCTH MH(OpMANNU B KOMITBIOTEPHBIX CHCTEMAaX;

— chopmupoBaTh yMEHHE BJIaIETh HHCTPYMEHTAMHU Pa3pabOTKH MPOrPaMMHOIO 00CCIICYCHUS IS
peanu3ayu Mep obecrieueHuss Oe30MacHOCTH.

2 MecTo JUCHHMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

JucuuriauHa OTHOCUTCS K 00s3aTeNbHBIM JUCHUILIMHAM (MOJYJISIM) BapuaTUBHOW YacTu Ojoka /|
«luctuumivHel (MOIYIIN)»

[IpepexBu3uthl nucuuriubbl: b1.J[.b.16 Onepayuonuvie cucmemsvt u ob6onouku, b1.J[.B.17
Komnvromepnuvie cemu

[ToctpexBu3utThl  gucuuimuubl: b2 11.B.I1.2  Texnonoeuueckas (npoekmuo-mexHoi02u4ecKkas)
npakmuxa

3 TpeGoBanus k pe3yjabTaTaMm 00y4YeHUs M0 TUCHUILINHE

[Tpouecc u3yueHus: AMCUUILIMHBI HANpaBiieH Ha (pOpMHUpPOBAHUE CIAEAYIOUINX PE3YIbTATOB 00YUEHHUS

Kon u HaumeHnoBanue Konx u HaumeHnoBanue [Tnanupyemblie pe3ysibTaThl OOY4YEeHHS 110
(hopMupyeMBbIX WHAUKATOPa TOCTHKEHUS JTUCIUIIIMHE, XapaKTEPU3YIOLTUE ITaIbI
KOMITETCHITH I KOMITETCHITHT (hopMupoBaHUST KOMITETEHIIUN

[TIK*-2 Cniocoben [1K*-2-B-6 3HaeT u npuMeHseT |3HATh:

WCIIOJIH30BaTh METOBI U |METO/bl U HHCTPYMEHTAJIbHBIE | METOJIbl 1 HHCTPYMEHTAJIbHBIE CPEICTBA
WHCTPYMEHTAJbHBIE Cpe/CcTBa MCCIIEIOBAHUS UCcIenoBaHus UHPOPMAIIOHHOM

CpelICTBa UCCIIeIOBAaHUS | MH(DOPMAITMOHHOM 0€30macHOCTH 00BEKTOB MPOPECCHOHATBHON
00BEKTOB 0e30MmacHOCTH 0OBEKTOB JeSTENIbHOCTH; POTPaMMHO-aNapaTHbIe
npo¢ecCuOHAIBHON npoQeCCHOHAIBHON Cpe/ICTBa 3aIUTHI

NEeSATEIbHOCTH JESITEIIbHOCTH YMmeTh:

MPUMEHATH METOJAbI U HHCTPYMCHTAJIbHBIC
CpeZCTBa UCCIeI0BaHUs HH(POPMAIIMOHHOM
0e30macHOCTH 00BEKTOB PO eCcCHOHATBLHON
JEeSITeTbHOCTH U TEXHOJIOTUU 00eCTIeYeHUs
06e30macHOCTH HH(POPMAIIMH B KOMITBIOTEPHBIX
cucTeMax; pa3padbaTbiBaTh KOMIIOHEHTHI
IMporpaMMHO-aNImnapaTHbIX CPEACTB 3allIUThI
uHopMalnH B poliecce ee cOopa, XpaHeHHUS,
00paboTKH, Iepesjaur U pacpoCTPaHEHHUs B
KOMITBIOTEPHBIX CHCTEMaX

Baajgern:

MHCTPYMEHTAaMH pa3pabOTKH MPOrpaMMHOT0O
o0ecrieueHns ISl pean3anuy Mep
obecrieyeHns 6€30MaCHOCTH




4 CTpyKTYypa U coJepKaHue JUCUUIIIHHbI
4.1 CTpyKTypa IMCHUATINHBI

OO0m1as TpyA0EMKOCTh AUCIHHUILUIMHBI COCTABIISIET 5 3aueTHbIX enunuil (180 akaieMUuecKUX 4acoB).

TpynoemMKocTb,
Bun paboter aKaJeMHYECKHUX YacOB
8 cemectp BCETO
OO0mas Tpy10éMKOCTh 180 180
KonrakTHasi pa6ora: 19,25 19,25
Jlexuum (JI) 4 4
[Tpaxktrueckue 3ansarus (I113) 6 6
Jlabopartopusie paboTsl (JIP) 8 8
Koncynbranun 1 1
[TpomexxyTounas arrectarus (3a4eT, SK3aMEH) 0,25 0,25
CamocrosiTelibHAas pa6oTa: 160,75 160,75
- CAMoOn0020mosKa (npopabomka u nO8MopeHue I1eKYUOHHO20 MAmepuala u
Mamepuana y4eOHUKos u yueOHvlx nocoouil);
- H0020MOBKA K 1AO0PAMOPHBIM 3AHSAMUIM,
- N0020MOBKA K NPAKMUYECKUM 3AHAMUAM
Bua uToroBoro KOHTpoJIA (3aueT, IK3aMeH, 1 depeHITUPOBAHHBIH JIK3aMeH
3a4er)

Paznenbl gucuIuinHebl, U3y4aemMbie B § cemecTpe

KonnuecTBo 4acos
Ne HaumeHnoBanue pasnenon aymatopras BHEay/I.
paszzaena BCETO aboTa
T 113 | 1P pabota
1 Beenenue. [Ipobnembl 6e30macHOCTH 43 1 2 40
H(}OpMaLINH.
2 Metoabl U cpefcTBa KPUNTOTpapuueCcKon 3aIuThl 49 1 2 4 42
nHpopManuu
3 TexHonorus ayreHTHPUKALIUN 45 1 2 2 40
4 [IporpaMMHo-anmnapaTHble CPECTBA 3AIIUTHI 43 1 2 40
MH(pOpMalUU B KOMITBIOTEPHBIX CUCTEMAX
HToro: 180 4 6 8 162
Bcero: 180 4 6 8 162

4.2 ConepxxaHue pa3/iesioB AU CHUIIIHHBI

1 pa3nen Beenenue. IIpodiemsl 6e3onacHocTy HHPOPMALMH.

OcCHOBHBIE TOHATHUS 3aIIUTH MH(GOPMAIMU U UHPOPMALMOHHOM 0€30MacHOCTH. YTpO3bl U PUCKU
o0e3onacHoctr  uH@opManuu. CoOBpeMEHHbIE TEHACHIMM B oOylacTu oOecreueHus W HapylieHUs
6e30macHOCTH UHPOPMALIUH.

2 pasgen Meroasl M cpeacTBa KpUuNTorpaguyeckoi 3aluThbl HHpopMannu

OcHOBHBIE  TOHATHUA  KpunTorpaduu, KilaccUPuUKamusg  KpUNTOrpadUUecKuX  aJITOPUTMOB.
Cummerpuunble mudpsl. Accumerpuunble mudpsl. Xom-pynkuus. Hudposas mnonamucek. IIpoToxosisl
obmeHa u pacnpenenenus kiaodeit. [lndposanue cereBoro Tpaduka.

3 pasgea TexHosorusi ayreHTH(pUKaLun

AyTeHTH(UKAIMS, aBTOPU3ALMs, aAMUHUCTPUPOBaHUE. MeTo/bl ayTeHTU(HUKAIMH, UCTIOIb3YIOLIHIe
naponu u PIN-xompl. Crporas ayrentudukauus. buomerpuueckas ayreHtudukauus. I[IpoToxosl
ayreHTu(ukanuu. BAN —noruka



4 pasgen IlporpammHo-annmapatHble CpeacTBa 3alIUThI MHPOPMANMU B KOMIBIOTEPHBIX
cucremMax

Knaccugpukamuss u  0030p HporpaMMHO-aNIapaTHBIX — CPEICTB  3allUThl  MHPOpManuu B
KOMITHIOTEPHBIX CHCTEMaxX: aHTHUBUPYCHI, MEXCeTeBbIe IKpaHbl, VPN, cucteMpl 00HapyXeHUSI BTOPKCHUH.
HHCcTpyMeHTalbHbIE CPEICTBA HCCIEI0BaHNS HHPOPMALMOHHON 6€30MacHOCTH

4.3 JlabopaTopHble padoThbI

Ne JIP Ne HaumeHnoBanue 1ab0opaTopHbBIX paboT Kox-s0
paszneina 9acoB
1 2 [Iporpammuas peanu3anus CAMMETPUYHBIX MIU(POB 2
2 2 [IporpamMMHas peasin3anusi aCCUMETPUYHBIX MHU(PPOB 2
3 3 [Iporpammuas peanu3anus MPOTOKOJIOB 3aIIUTH HHGOPMAITUH 2
4 4 MOoHUTOPHHT 0€30ITaCHOCTH B KOMITBIOTEPHBIX CUCTEMAaX 2
Utoro: 8
4.4 llpakTUyecKkue 3aHATHS (CEMUHAPBHI)
No 3ansTus Ne Tema Koxr-0
paszzena 4acoB
1 1 CoBpeMeHHBIE TEXHOJIOTUH 3aIIUTH HH(pOpMaIiu
2 2 ANTOpUTMBI IMPPOBAHUS
3 3 CpencTBa 3amuTsl HHGOpMaIH
Utoro: 6

5 Y4yeOHO-MeTOANYECKOE 00ecTIeYeHHe TUCIMIIINHEI
5.1 OcHoBHas uTEpPaTypa

[Ipoxoposa, O. B. Uudopmanronnas 6e3omacHocTh U 3amurta uHopmainuu : yaeOnuk : / O. B.
IIpoxopoBa ; Camapckuil rocyAapCTBEHHBIA apXUTEKTYpHO-CTPOUTENbHBIN yHUBepcuTeT. — Camapa : 2014.
— 113 c. — Pexxum poctyma: https://biblioclub.ru/index.php?page=book&id=438331 — ISBN 978-5- 9585-
0603-3.

Jlanonuna, O. P. Kpunrorpadguueckrue ocHOBbI Oe30macHocTU: yuedHoe mocodue : / O. P. JlanonuHa.
— Mocksa : Hanmonanenbiii OTkpsiTelii YHuBepeuteT «MHTYUT», 2016. — 244 c. — Pexxum nocryna:
https://biblioclub.ru/index.php?page=book&id=429092 — ISBN 5-9556-00020-5.

5.2 JlonosiHuTEIbHAS JIMTEPATYpPa

Tumuna, H. A. 3ammTa nHQOpPMAIMOHHBIX MPOIECCOB B KOMIIBIOTEPHBIX CUCTEMAX [DIEKTPOHHBIN
pecypc] : yueOHOe mocoOue i oOyyaromuxcst 1o 00pa3oBaTeNbHBIM IPOTrPaMMaM BBICIIEr0 00pa3oBaHUs
no HanpasiaeHusM noarotoBku 09.03.01 Mudopmartnka u BbluMcnuTenbHas TexHuka u  09.03.04
ITporpammuas urxenepusi / H. A. Tumunna; M-Bo Hayku u Beicul. oOpa3oBanusi Poc. ®denepauuu, denep.
roc. Or/pKeT. 00pa3oBaT. yupekaeHue Bbicil. oOpa3zoBanus "OpenOypr. roc. yH-T". - OpenoOypr : OI'Y. -
2019. - 179 c. — Pexxum pocryma: http://artlib.osu.ru/web/books/metod_all/94201 20190515.pdf

Boctpernoga, E. B. OcHoBbl nHpOpManmonHoii 6e3onacHocTH : yaebHoe nmocodbue / E. B. Boctperosa
; Ypanbsckuil penepanbHblii yHuBepcuteT uM. nepsoro Ilpesunenta Poccuu b. H. Enpinna. — ExatepunOypr

W3narensctBo  Ypanbckoro ynuBepcurera, 2019. — 207 c¢. : wn., Tabn. — Pexum gocryma:
https://biblioclub.ru/index.php?page=book&id=697636. — bubauorp. B ku. — ISBN 978-5-7996-2677-8.

3amuTa nHGOpMallMU B cUcTeMax OeCIpOBOJHON Mepeaayu : 1adopaTopHbId MpakTUKyM : [16+] / P.
A. @ununnos, JI. b. ®ununnosa, A. 1. ['opnos [u ap.]. — Mocksa ; bepnun : upext-Meaua, 2020. — 86 c.
: wi. — Pexxum goctyna: https://biblioclub.ru/index.php?page=book&id=602188



http://artlib.osu.ru/web/books/metod_all/94201_20190515.pdf
https://biblioclub.ru/index.php?page=book&id=602188

bermoyc, A. M. OcHOBBI KHOEpOE30MAaCHOCTH : CTAHIAPTHI, KOHICMIIUM, METOJBl M CPEJCTBa
obecrieuenus : [16+] / A. U. benoyc, B. A. Cononyxa. — Mocksa : Texnocdepa, 2021. — 482 c. : cxem., ui.,
tabu. — Pexxum moctyna: https://biblioclub.ru/index.php?page=book&id=617523

5.3 llepuoanueckue u3TaHusl

[Tpuknannas uapopmaruka / . pea. A. A. EmenssnoB. — Mocksa : Yuusepcurer Cuneprusi, 2019.
— Tom 14, N 6 (84). - 144 c¢ : «cxem.,, Tabm, wi. — Pexum gocryna:
https://biblioclub.ru/index.php?page=book&id=576296. — ISSN 1993-8314.

[IporpamMmHbIe TPOAYKTHI M CUCTEMBI : )KypHal. - MockBa : ArentctBo "Pocnedars"

5.4 UnTepHeT-pecypcesbl

http://fstec.ru/ - ®CTIK Poccun. dencpanbHas ciaykba MO0 TEXHHYECKOMY H IKCIOPTHOMY
KOHTPOJTIO

http://www.is027000.ru/katalog-ssylok/informaciya-ob-uyazvimostyah - HWudopmanus o6
YSI3BUMOCTSIX

http://www.securitylab.ru/ - Uadopmannonnsiii mopran mo UT 6e3omacHocTr

http://bezopasnik.org/article - UndopmarronHslii caiiT: bezomacHuk

https://www.intuit.ru/studies/courses?service=0&option_id=9&service_path=1 -  BupryasbHbie
y4eOHBIE KypChl M CaAMThl JAMCTAHIMOHHOTO 0Opa3oBaHus:MIHTEpHET YHMBEPCHTET HH(POPMAIMOHHBIX
TEXHOJIOTUH:

https://ru.wikipedia.org/wiki/ - CBobonHas snnmkinonenus Mudpopmaimontas 6€30MacHOCTh

https://www.lektorium.tv/course/22929 - «Jlextopuym». Kypc nekiuii: CI0)KHOCTb BBIYHUCICHUN U
OCHOBBI KpUIITOrpadhuu

http://www.elibrary.ru. - Hayunas snekrponnas 6ubnunoreka «eLIBRARY.RUy.

http://www.infoliolib.info/ - YuuBepcurerckas snekTpoHHast OMOIMOTEKA

http://cyberleninka.ru. - KubepJlenunka - Hay4dHas 3JeKTpOHHAs OUOIHOTEKA.

https://www.scopus.com/ - SCOPUS: pedeparuBHast 6a3a TaHHBIX.

http://apps.webofknowledge.com/ - Web of Science: pedeparuBHas 6a3a qaHHBIX

5.5 TlporpammHoe obGecneyeHue, npogeccuoHaIbHbIe 0a3bl JAHHBIX M HHGOPMAIUOHHbIE
CIPaBO4YHbIE CHCTEMBI

Onepannonnas cucrema Linux RED OS MUROM 7.3.1

LibreOffice

Sumatra PDF

Be6-nmpunoxenue «YHuBepcalibHas cuctema Tectupoanust bI' TU»

Sunexc Opayzep

bank gannbIx yrpos 6e3onacHoctd uHpopMmarun @CTIK POCCHUU https://bdu.fstec.ru/threat

baza mansbIx yrpo3 Oe3zomacHoctu uHpopmanuun Common Vulnerabilities and Exposures (CVE)
http://cve.mitre.org/data/downloads/index.html

CIIC «Koncynprantllimrocy

6 MaTepuajibHO-TeXHHYeCKOe o0ecrnedeHne JUCHUIIMHBI

[TepeyerHr OCHOBHOTO 000PYIOBaHUS YUEOHBIX ayIUTOPHH TSI TPOBEACHUS 3aHITHI JEKIIMOHHOTO
TUIA ¥ MPAKTHYECKUX 3aHATUI: CTAllMOHAPHBIN MYJIbTUMEINA-TIPOSKTOP U MPOEKIIMOHHBIN 3KpaH, MepeHoc-
HOM HOYTOYK, Kadeapa, mocajJouHble MecTa A oO0ydarouuxcs, pabouee MecTo MpernojaaBaress, yueOHas
J0CKa.

Jlns npoBeeHus 1ab0paTOPHBIX 3aHATUI UCHIOIB3YIOTCS KOMIIBIOTEPHbIE KIIACChl, OCHALIICHHBIE CTa-
IIUOHAPHBIM MYJIbTUMEINA-TIPOEKTOPOM M MPOEKIIMOHHBIM YKPaHOM, 000pYIOBaHUEM JJIsl OpraHU3allluu J0-
KaJTbHOW BBIYMCIUTENHFHON CETH, COOTBETCTBYIOIIMM IIPOTPAMMHBIM OO€CHeueHHEM, HWH(POPMAIMOHHBIM

CTEHJIOM, NTePCOHAILHBIMU KOMITBIOTEPaMH, pab0unuM MECTOM IpernoiaBaTess, yueOHOH T0CKOH.
6



[Tomemmenue st CaMOCTOATENBHOM pabOTBl W KypCOBOTO IPOCKTUPOBAHUS OOYyYaAIOIIUXCS
OCHAIICHBl KOMIIBIOTEPHON TEXHUKOH, MOAKIIoUeHHOW K cetn «MHTepHeT» M obecrieueHWeM J0CTyma B
3JIEKTPOHHYIO MH(pOpPMaLMOHHO-00pa3oBarenbHyto cpeny OI'Y u ¢unuana, 31eKTpoHHBIE OMOINOTEUHbIE
CHCTEMEL.

OOKYMEHT NOANMCAH
SNEKTPOHHOW NOAMNUCHLIO

CepTuchukat: 0084671D9DBCAC2E15445DD689F6COD4B3
Bnapeneu: Bnacos Anekceit Bacunbesny
NevicteuteneH: ¢ 15.03.2023 fo 07.06.2024
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