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1 Ilean u 3a1a491 OCBOEHUS AUCHUILIHHBI

Heap (meau) OCBOSHHMSA IMCHUIUIMHBL (HPOPMHPOBAHHME CIIOCOOHOCTH HCIIOJIB30BATH METOIBI H
MHCTPYMEHTAJIbHBIC CPEJICTBA HCCIECIOBAHUS OOBEKTOB MPO(ECCHOHANBHON AESTEIBHOCTH JUIS 3aIlUTHI
MH(OPMAIIMOHHBIX MTPOIIECCOB B KOMIIBIOTEPHBIX CUCTEMAX

3amaun:

— HW3YYUTh METOAbl W MHCTPYMEHTAJIBHBIC CPEICTBA HCCIICAOBaHUSA WH(POPMAIIMOHHON
6e30macHOCTH 00BEKTOB PO ECCHOHATBHOM IEATETLHOCTH; IPOrPaMMHO-aINIapaTHbIe CPEACTBA 3aIHTHI;

— Ppa3BUTh YMEHHE MPUMEHATH METOABl M HWHCTPYMEHTAJIbHBIE CPEICTBA HCCIICIOBAHUS
MH(POPMAIIMOHHON 0€3011acHOCTH 00BEKTOB MPO(ECCHOHAIFHON JEATEIIFHOCTH U TEXHOJIOTUU 00eCTIeUeHHS
Oe3omacHOCTH MH(OpPMAIIMU B KOMITBIOTEPHBIX CHCTEMAX;

— chopmupoBaTh yMEHHE BJIAIETh HHCTPYMEHTAMH Pa3pabOTKH MPOrPaMMHOTO 00ECTIeUeHUs IS
peanuzanuu Mep obecnedeHns: 0€30MacHOCTH.

2 MecTo TUCHUILINHBI B CTPYKTYpe 00pa3oBaTe/ibHOM IPOrpaMMBbl

JlucuumuimHa OTHOCUTCS K 00s3aTeNbHbIM AMCUUIUIMHAM (MOAYJISM) BapHaTUBHOM vacTH Oyioka /I
«lucuumivHbl (MOYIIN)»

[TpepexBu3utel aucuuiuivnabl: b1./[.b.16 Onepayuonnvie cucmemvl u ob6onouxku, b1 JB.17
Komnviomepnvie cemu

[ToctpekBu3uThl  aucuuiiuibl. b2 11.B.I1.2 Texnonoeuuecxkas (npoekmHno-mexHoi02u4ecKkast)
npakmuxa

3 TpeGoBanus k pe3yjabTaTaMm 00yYeHUs MO TUCHUILINHE

Hpouecc HU3YyUYCHUS NUCHUIIJIMHBI HAITPABJICH HA (I)OpMI/IpOBaHI/IC CJICAYIOIIUX PE3YJIbTAaTOB O6y‘IeHI/I${

Kon u nHaumeHnoBanue [Tnanupyemble pe3ynbTaThl O0yUYESHHS 110
Kon n nanmeHnoBanue nHIMKaTOpa

OPMUPYEMBIX UCIHHUITIIIMHE, XapaKTCPHu3 HEC 3TaIlbl
(b PMUPY JOCTHIXKCHHA KOMIICTCHIIMHN et » Xap PH3YIOM

KOMIIETEeHIINH (GbopMHpOBaHUS KOMIIETEHIIUH
[TK*-2 Cnocoben [TIK*-2-B-6 3HaeT u mpuMeHsIeT 3HaTh:
UCIOJIb30BATh METO/IbI U METO/bI U UHCTPYMEHTAJIbHbIE METO/bI U UHCTPYMEHTAJIbHbIE CPE/ICTBA
WHCTPYMEHTAJIbHBIE CpeZICTBa UCCIIETOBAHMS UCCIIeIOBaHMSI WH(OPMAITMOHHON
CpezcTBa HCCIeI0BaHUs MH(POPMALIMOHHOM 6€30MacHOCTH | 6€30MaCHOCTH 00BEKTOB
00BEKTOB 00BEKTOB PO ecCHOHATBHON npodeccuoHanbHOM e TENbHOCTH;
npodeccuoHaIbHON JeSITebHOCTH porpaMMHO-annapaTHbIE CPeICTBA
JeSITeITbHOCTH 3aIIATHI

YMerb:

MNPUMEHATH METOJbI U
MHCTPYMEHTAJIbHBIE CPEJICTBA
uccie0BaHus UHPOPMaIIMOHHOM
6e30macHOCTH 00BEKTOB
MPOeCCHOHAIBHON JEATENHPHOCTH U
TEXHOJIOTUH obecrieueHust 0€301MacHOCTH
nH(pOpMaIUK B KOMITBIOTEPHBIX
cucreMax; pa3padbaTbiBaTh KOMIIOHEHTBI
IMporpaMMHO-armnapaTHbIX CPpEACTB
3alUThl HH(OPMAIIMK B TIpOIIecce ee
cbopa, xpaHeHus1, o0pabOTKH, epeaavn
U pacrpOCTPaHEHUS B KOMIIBIOTEPHBIX
cucTeMax

Baajaers:




Kox n HaumeHoBanue
bopmMHpyeMBIX
KOMIIETEHIINH

KOII U HAMMCHOBAHUC MHIUKATOpA
JOCTHIXCHHUA KOMIICTCHIIMHN

[Tnanupyemsble pe3ynbTaTbl 00yUEHHUS 110
JTUCLUIIIMHE, XapaKTePU3YIOIIHUE FTaIlbI
dbopMuUpOBaHUS KOMIETEHIIUHA

MHCTPYMEHTAaMHU Pa3paboTKu
POTPAMMHOTO 00eCTICUSHUS ISt
peanzanuu Mep o0ecTeueHus
6e30MacHOCTH

4 CTpyKTYypa U collepKaHue TUCUUILINHBI

4.1 CTpyKTypa IMCHUATIAHBI

OO0mias TpyA0EMKOCTh AUCIHHUILUIMHBI COCTABIISIET 5 3aueTHbIX enunuil (180 akaieMUueCcKUX 4acoB).

TpynoemMKocCTs,
Bun pabotbr aKaJICMUYECKHUX YaCOB
7 cemecTp BCETO
O0mas Tpy10éMKOCTh 180 180
KonrakrHasi pabora: 67,25 67,25
Jlexmm (J1) 34 34
[Tpaktuueckue 3ansatus (I113) 16 16
Jlaboparopusie pa6otsr (JIP) 16 16
Koncynpranuu 1 1
ITpomesxyTouHas arrecranus (3a4eT, SK3aMeH ) 0,25 0,25
CamocTrosiTesibHasi padora: 112,75 112,75
- 8bINOJIHEHUE UHOUBUOYATIbHO20 MBopuecKko20 3a0anus (UT3);
- CAMON0020mosKa (npopabomka u nO8MopeHue 1eKYUOHHO20 MAmepuala u
mMamepuana y4eOHUK08 u y4eOHbIX nocooull;
- N0020MOBKA K 1AOOPAMOPHBIM 3AHSIMUSIM,
- H0020MOBKA K NPAKMUYECKUM 3AHAMUIM,
- H0020MOBKA K PYOEHCHOMY KOHMPOJIIO)
Bua nToroBoro KOHTpoOJIs (3a4eT, IK3aMeH, 1H( ¢ epeHINPOBAHHBIN IK3aMeH
3a4eT)
Paznenbr mucHMIUIMHEL, U3ydaeMble B 7/ ceMecTpe
KommuecTBo yacoB
Ne HaumeHnoBanwue pasnenon AyAHTOpHad BHeay/l.
pasnena BCETO pabota
T 113 | 7P pabora
1 Brenenue. [IpoGaemsr Ge3omacHocTH 38 4 4 2 28
uHpOpMaInH.
2 Mertonb! 1 cpeacTBa KpUNTOTpahUIecKOi 3aIInuThI 48 10 | 4 6 28
uHpopManun
3 TexHoJorust ayTeHTHPHUKAIUN 46 10 | 4 4 28
4 [TporpamMMHO-anmapaTHBIE CPEICTBA 3AITUTHI 48 10 | 4 4 30
UH(OPMAIIMU B KOMIIBIOTEPHBIX CUCTEMAaX
Hroro: 180 34 | 16 | 16 114
Bcero: 180 34 | 16 | 16 114

4.2 ConepxxaHue pa3iesioB JUCHUNIHHBI

1 pasnen Beenenue. Ilpodiaemsl 6e3onmacHOCTH HHPOPMALMH.




OcHoBHbBIE TOHATHS 3alIUTHI UHGOpMaUU U UHGOPMAIIMOHHON OE30MaCHOCTH. YTPO3bl U PUCKH
oe3zonacHoct uHGpopManuu. COBpEeMEHHBIC TEHACHIIMH B 00JacTH O0OECTeUeHus] W HapylIeHUs
6e30macHOCTH UH(POPMALIUH.

2 pa3aea MeToabl 4 cpeacTBa KpUunTorpaguyeckoii 3aiuTbl HHPOpMaIUU

OcHOBHBIE  TOHATHUSA  KpunTorpaduu, KiIacCHPpUKAIUg  KPUNTOrpapUUYECKUX  AITOPUTMOB.
Cummerpuunble mugpel. Accumerpuunble mudpel. Xom-¢yHknus. [ludpoas moamuck. [IpoToxosbr
obMeHa u pacnpenenenus kiouei. [ludposanue cereBoro Tpaduka.

3 pa3znen TexHoJiorusi ayreHTH(PUKATMH

AyTteHTH(HKAIMSA, aBTOPU3AIMS, aAMUHUCTPUPOBaHUE. MeTo/Ibl ayTeHTU(DHUKAIIMH, UCTIOIb3YIOLIHE
nmaponmd u PIN-kompl. Crporas ayrentudukaius. buomerpuueckas ayreHtudukanus. I[IpoToxosbr
ayreHTudukanuu. BAN —noruka

4 pasgen IlporpammHo-annmaparHble CpeacTBa 3alIMTHI MHPOPMAUMH B KOMIBIOTEPHBIX
cucremMax

Knaccudpukanus u 0030p mOporpaMMHO-almapaTHbIX CPEeACTB  3alluThl  HHQOpManuu B
KOMIIBIOTEPHBIX CUCTEMax: aHTUBUPYCHI, MEXKCeTeBble 3KpaHbl, VPN, cuctemMbl 0OHApYyKEeHUsI BTOPKECHUH.
WucTpymMeHTallbHBIE CpeICTBA UCCIIEOBAaHUS HHPOPMAIIMOHHOM 0€30MacHOCTH

4.3 JlabopatopHblie padoThI

Ne Kon-Bo
HaumenoBanue nabopaTopHbIX paboT
paszena 4acoB
1 Amnanu3 yrpo3 6e30macHoCTH HH(OpMAIUU 2
[Touck necsATU3HAYHBIX MPOCTHIX YHUCENT
[TporpaMMHas peanu3anus CAMMETPUYHBIX MH(POB
[TporpamMmMHas peanu3zaius aCCUMETPUUHBIX MUPPOB
[TporpaMMHas peanu3anus MPOTOKOJIOB 3aIIUTH HHPOpMAIHH
[TporpaMMHas peanuzais MPOTOKOJIOB 3aIIUTH HHPOPMAIHH
MounutopuHr 6e30MacHOCTH B KOMIIBIOTEPHBIX CUCTEMAX
Cuctembl 0OHApYKEHUSI BTOPKCHU I
Wroro: 16
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4.4 IlpakTuyeckue 3aHATHA (CEMUHAPDI)

Ne Kon-Bo
Ne 3ansaTHa Tema
paszena 4acoB
1 1 CoBpeMeHHbIE TEXHOJIOTUH 3aIIUThl HHPOPMALIUU 2
Yrpo3sl 1 pUCKH 0€3011acCHOCTH HH(OpMAIHH

Apudmernka no MOIYIIO IPOCTOTO YHCIIA

AnropuT™msl UGpPOBaHUS

CpenctBa 3auThl HH(OpMaUU

[ludposas noanuck

CpexcTBa 3aumThl HHGOpMaN

O0630p nporpaMMHO-aNMapaTHbIX CPEJICTB 3aUTHI HHPOPMAIUH B
KOMITHIOTEPHBIX CHCTEMaX

Hroro: 16
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5 YueOHO-MeTOANYECKOE 00ecTIeueHrne JUCIHILTHHDI
5.1 OcHoBHas auTEpaTypa

[TpoxopoBa, O. B. Hudpopmanmonnas Oe3omacHOCTb M 3ammra HHOpMAIMM @ Y4yeOHHK : /
O.B. IIpoxopoBa ; Camapckuil TocyJapCTBEHHBIN apXUTEKTYpHO-CTPOUTENbHBIN yHUBepcuTeT. — Camapa :



2014. — 113 c. — Pexxum pgocrtyna: https://biblioclub.ru/index.php?page=book&id=438331 — ISBN 978-5-
9585-0603-3.
JlanonwuHa, O. P. Kpunrorpapuueckue ocHOBBI 6e30nmacHoCTH: yueOHoe nmocobue : / O. P. Jlanmonuna.

— Mocksa : Hanuonanbubii OTkpeiThiid YHUBepcuTeT «MHTYUT», 2016. — 244 c. — Pexxum pmocryma:
https://biblioclub.ru/index.php?page=book&id=429092 — ISBN 5-9556-00020-5.

5.2 lonmosiHuTEIbHAS JIUTEPATYPaA

TummnHa, H. A. 3amuTa nHGOPMAIIMOHHBIX MTPOIECCOB B KOMIBIOTEPHBIX CUCTEMAaX [DIEKTPOHHBIH
pecypc] : yuebHoe nocobue A o0yyaroumxces mo 00pa3oBaTeIbHBIM NIPOrpaMMaM BBICIIET0 00pa30BaHUs
no HampasineHusM noarotoBku 09.03.01 HMudopmaruka u BeruucautensHas TtexHuka u  09.03.04
[Iporpammuas urxenepus / H. A. Tummna; M-Bo Hayku W BbIcil. oOpa3oBanus Poc. @enepamnuu, denep.
roc. Oro/KeT. 00pa3oBar. yupexkaeHue Boicil. oOpa3oBanus "OpeHOypr. roc. yH-T". - Openbypr : OI'Y. —
2019. - 179 c. — Pexxum moctyna: http://artlib.osu.ru/web/books/metod_all/94201 20190515.pdf

Boctpenosa, E. B. OcnoBbl nHpOpMannonHoii 6e3omnacHocTH : yuebnoe nmocodue / E. B. Boctpernosa
; Ypanbsckuit dhenepanbHbiii yHuBepcuTeT M. repBoro [Ipesunenra Poccun b. H. Ensiinna. — ExarepunOypr

W3patensctBo VYpanbckoro yauBepcutera, 2019. — 207 c. : wi., Tabm. — Pexum goctymna:
https://biblioclub.ru/index.php?page=book&id=697636. — bubauorp. B ku. — ISBN 978-5-7996-2677-8.

3ammrTa nHMOPMAIMK B CHCTEMax OECIIPOBOIHOM repenaun : 1abopaTOpHBIN NpakTukyMm : [16+] / P.
A. @ununnos, JI. b. ®ununmnosa, A. I1. I'opsios [u ap.]. — Mocksa ; bepnun : Jlupexkt-Menua, 2020. — 86 c.
: wiL. — Pexxum nocryna: https://biblioclub.ru/index.php?page=book&id=602188

benoyc, A. WM. OcHoBbl KuOEpOE30MaCHOCTH : CTAHIAPTHI, KOHIEMIUU, METOJbl U CpeACTBa
obecneuenus : [16+] / A. U. benoyc, B. A. Conoayxa. — Mocksa : Texnocdepa, 2021. — 482 c. : cxem., ui.,
tabn. — Pexxum poctyna: https://biblioclub.ru/index.php?page=book&id=617523

5.3 llepuoauueckue U3IaHUA

[Tpuxnannas undopmaruka / ri. pea. A. A. EmenssanoB. — Mocksa : Yauepcurer Cuneprus, 2019.
— Tom 14, N 6 (84). - 144 c : cxem., Tabm, wi — Pexum gocryma:
https://biblioclub.ru/index.php?page=book&id=576296. — ISSN 1993-8314.

[IporpammHbIe MPOAYKTHI U CUCTEMHI : )KypHaI. - MockBa : ArentctBo "Pocniedars"

5.4 UuTepHeT-pecypcesbl

http://fstec.ru/ - ®CTIK Poccun. denepanbHas ciayxkba MO TEXHHYECKOMY H DKCIIOPTHOMY
KOHTPOJITIO

http://www.is027000.ru/katalog-ssylok/informaciya-ob-uyazvimostyah - HWudopmanus o0
YS3BHMOCTSIX

http://www.securitylab.ru/ - Uadopmannonnsiii mopran mo UT 6e3onmacHocTr

http://bezopasnik.org/article - Uudopmanmonnsiii caiiT: be3omacHuk

https://www.intuit.ru/studies/courses?service=0&option_id=9&service_path=1 -  BupryasibHbie
y4eOHbIE KypChl M CalThl JUCTAHIIMOHHOTO O0Opa3oBaHMs:MHTEpHET YHHMBEPCUTET HH(OPMAIMOHHBIX
TEXHOJIOTHH:

https://www.lektorium.tv/course/22929 - «Jlekropuym». Kypc nekiuii: ClI0KHOCTh BBIYHCICHHN H
OCHOBBI KpUIITOrpapuu

http://www.elibrary.ru. - Hayunas snexrponnas 6ubmmorexa «eLIBRARY.RU».

http://cyberleninka.ru. - KubepJlenunka - Hay4dHas 3JeKTpOHHAs ONOIHOTEKA.

https://www.scopus.com/ - SCOPUS: pedeparuBHas 6a3a 1aHHBIX.

http://apps.webofknowledge.com/ - Web of Science: pedeparnBras 06a3a JaHHBIX

5.5 IIporpammHoe obecmedyeHue, NMpogecCHOHAIbHBbIC 0a3bl JAHHBIX W HMHG(pOPMAIMOHHBIE
ClIPpaBOYHLIC CHCTEMbI

OneparrionHast cuctema Linux RED OS MUROM 7.3.11, Windows


http://artlib.osu.ru/web/books/metod_all/94201_20190515.pdf
https://biblioclub.ru/index.php?page=book&id=602188

LibreOffice, Microsoft Office

Sumatra PDF

Be6-npunoxxenne «YHuBepcanbHas cucrema tectupoanus bI ' TH»

SAnnaexc 6paysep

[TporpamMHas cucrema Juis OpraHu3aluy BUACO-KOH(pepeHI-cBsa3u Webinar.ru

bJl «Koncynberant [Imtoc» — Pesxxum pocryna: http://www.consultant.ru/

denepanbHblil 00pazoBaTesibHBIN MopTai. — Pexkxum moctyna — http://www.edu.ru

bank ganHbIx yrpo3 6e3onacHoctr nHpopManun PCTIK POCCHUMU https://bdu.fstec.ru/threat

baza nannbix yrpo3 6esomacHoctu uHGopmanuu Common Vulnerabilities and Exposures (CVE)
http://cve.mitre.org/data/downloads/index.html

6 MaTepnaﬂbno-TexnnquRoe o0ecneuyeHue AUCHHUIIIMHBI

[lepeyeHb OCHOBHOI'O 00OpPYIOBAaHUS Y4EOHBIX ayJUTOPUIN I NIPOBEACHUS 3aHATHH JIEKIIMOHHOTO
TUTIA ¥ TIPAKTHYECKUX 3aHATUIN: CTAllMOHAPHBIN MYJIbTUMEINA-TIPOCKTOP M MPOEKIMOHHBIN 3KpaH, MepeHoc-
HOW HOYTOYK, Kadeapa, nocagouyHble MecTa A oOydaromuxcs, pabouee MecTo MpenojaBarens, yueOHas
JOCKa.

Jliis mpoBeeHus 1ab0paTOPHBIX 3aHATHH UCHOJIB3YIOTCS KOMIIBIOTEPHBIE KIACChl, OCHAIIEHHBIE CTa-
[IUOHAPHBIM MYJIbTUMEINA-TIPOCKTOPOM M TPOCKIIMOHHBIM YKPaHOM, 000pYIOBAaHUEM JUIsi OpPTaHU3alUH J0-
KaJbHOM BBIYMCIUTEIBHON CETH, COOTBETCTBYIOIIMM HIPOrpaMMHBIM obOecreueHueM, HWH(GOpMalMOHHBIM
CTEHJIOM, [1I€PCOHAIbHBIMU KOMIIBIOTEPAMHU, PAOOUNM MECTOM IIpEroAaBaress, ydeOHOM 10CKOM.

AynuTopuu JUIsl IPOBEACHUS TPYIIOBBIX U MHAWBUAYAIBHBIX KOHCYJIBTAIMM, TEKYLIEr0 KOHTPOJIS U
MPOMEKYTOUYHOW aTTECTAIlMH, MOMEUICHWE /IS CaMOCTOSTEIbHOH pabOThl OO0yYarOMMXCsl OCHAIICHBI
KOMIIbIOTEPHON TEXHHMKOM, MMOAKIIOYEHHON K ceTH «/HTepHeT» U obecredeHrneM J10CTyNa B 3JIEKTPOHHYIO
nH(pOpMaMOHHO-00pa3oBarenbHyto cpeny OI'Y u ¢unnana, 371eKTpOHHBIE OMOIMOTEYHBIE CUCTEMBI.



